Spider 2008

Spider 2008 is an automated tool developed by Cornell University to identify sensitive data that
may be located on a computer. When Spider runs, it completely scans all files and directories
that are specified by a user and looks for sensitive data by using simple pattern matching (e.g.,
XXX-XX-XXX = SSN). Though this method makes Spider very thorough, false positives are
very common.

Prior to using Spider, it is important to be aware of the following:

e False positives - Spider is doing simple pattern matching (e.g., XXX-XX-XXXX =
SSN), which means false positives are very common. This means that a number using the
same format XXX-XX-XXXX will be flagged by Spider as an SSN. You will need to
review and interpret the results critically.

e False negatives -1f SSN or credit card data is entered in a non-standard format, Spider
will not identify it. For example, "SSN:123456789" is not found with Spider's default
configuration. Along similar lines, remember that Spider is only looking for SSN &
credit card data. You may have other types of sensitive data on the machine.

Configuring Spider

1) Find the Spider icon on your desktop to launch the program.
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2) After the splash image displays, the Program will start in its main window. At this point
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3) On the first screen in the Scan Wizard, click Next.
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4) Make sure that the three checkboxes are checked and then click Next.
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5 Sel ect the second radi o butotcan ilombbel ed h“eSédlee
beneath will determine where Spider will scan. This should be set to one of the following
locations, depending on what you wish to scan:

e Personal Drive (H:\)

e Departmental Drive (S:\)

e Departmental Mainhall Drive (M:\DepartmentName)
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Your Local Profile (C:\Users\username for Vista, C:\Documents and Settings\username
for XP)
Once you select your scanning source, press the Next button.
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6) Make sure that the four checkboxes are checked and then click the Next button.
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7) On the last page of the wizard, click the Finish button.
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8) Once Spider has finished scanning your directory, the main window will show any suspected
results it has found. To get more informationa b out a
This will expand the result to show what text Spider suspected as being sensitive. Right clicking

on an individual entry, you will get another context menu to provide you with more options.
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Exporting Results

After Spider has scanned a directory, the results can be exported to an Excel-readable file.

1) From the main window, select Tools, Export Log.
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2) The export log wizard will now launch and walk you through the steps of exporting a Spider
logp For the first two screens, you’'lIl jJjust need

Generate a CSV Report
This generates CSV log files from one or more Spider scan databases.




@ Generate a report of scan findings including file names, hits., file data. etc.

® Generate a report of scan activity including total hits by type, files
scanned, scan times, user activities, ete.
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list any logs that you have completed ordered by date. After you click the log you wish to
export, clboktbohe daOdenbhhe “ Next".
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4) On the next screen you will pick the location where you want to save the Excel file that will

beexported. Thi s i s done the same way as the previou
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file name. Once you havedonethis cl i ck t he “Save” button and t
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5) The next window features a variety of checkboxes that effect how, and what information will

be in the export file. Just confirm that the
include ...” ‘ahype ofhehi tcl.i ck the “Next” button.
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6) The | ast screen is completely blank, all t
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