Spider 2008

Spider 2008 is an automated tool developed by Cornell University to identify sensitive data that
may be located on a computer. When Spider runs, it completely scans all files and directories
that are specified by a user and looks for sensitive data by using simple pattern matching (e.g.,
XXX-XX-XXX = SSN). Though this method makes Spider very thorough, false positives are
very common.

Prior to using Spider, it is important to be aware of the following:

e False positives - Spider is doing simple pattern matching (e.g., XXX-XX-XXXX =
SSN), which means false positives are very common. This means that a number using the
same format XXX-XX-XXXX will be flagged by Spider as an SSN. You will need to
review and interpret the results critically.

e False negatives -1f SSN or credit card data is entered in a non-standard format, Spider
will not identify it. For example, "SSN:123456789" is not found with Spider's default
configuration. Along similar lines, remember that Spider is only looking for SSN &
credit card data. You may have other types of sensitive data on the machine.

Running Spider

1) Find the Spider program on your Dock or Applications folder and open the program.

2) Start scanning your computer by pressing the “Run Spider” button.
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3) Once Spider has finished scanning the main screen will display that “Spider Finished”.
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4) After Spider has finished, it will place a log of files with suspected sensitive data on your desktop
named “spider.log”
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5) When you open the log it will display a list of files that Spider suspected may contain sensitive data.
It is important to review this list because Spider will report many false positives.
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AUsers; 1 ‘EntBackUp/bui Ld/Re Lease/EntBackUp . app/Contents/Resources/English. IntoiMainMenu.nib/designable .nib,55N,577 ,8.67 .
AlUsers, ™ & EntBackUp/bui ld/Re lease/EntBackUp . app/Content s/Resources/English. lproj/MainMenu.nib keyedobjects.nib ,55N,1,1.608
Alsers/ 1 'Ent,EuckUp/bul ld/Re lease/EntBacklUp.zip,55M,511,8.76

Fusers, T &7 EntBackUpsbui Ld/Release/ Tdent ity/Datobase Dotabase ,558, 2,858

Alsers, 1 'EntEackUp/EngLish.lpmj/ﬂuinﬂenu.mb/designubLe.mb,SSN,S?T,B.G?

Alsers, T & EntBackUp/English. Lproj/Maintenu.nib/keyvedobjects.nib,55N,1,1.60

AUsers; 1 'EntEnckUpf’EntBuckUp.xcndeprnj,' B phizuser ,55N,2,1 .60

Alsers, M 8 Library/dpplicotion Support/coconutBattery/coconutBattery.xml,55M,1,1.68

Alsers/ 1 Library/4pplication Support/Firefox/Profiles/ddbgdi8d.defoult/certs.do,55N,3,8.33 M
fUsers, =x i~ Library/applicotion SupportFirefox/Profiles/dd5gdi6d.defoult /conpreg . dat ,55H,1,8.68 |
Alsers, 1 Library/4pplication Support/Firefox/Profiles/ddbgditd.defoult/places .sqlite,55N,54656,0.60 |
Alsers, Th B o Library/dpplication Support/Firefox/Profiles/dd5gdigd.defoult/ploces..sqlite-journal ,53N,1,0.08

AUsers; 1 Library/dpplication Support/Firefox/Profiles/dd5gdisd.default /prefs. j=,550,2,0.08

Alsers, M 8 Library/dpplicotion Support/Google/Chrome/Def ault/Cache/data_1,55N,7,8.71

Alsers/ 1 Library/4pplication Support/Google/Chrome/Def ault/Cache/T_ 000684 ,55N,6,1.00

fUsers, s i~ Library/apelicotion Support/Interface Builder 3.8/Likrary DTassetlibraryAssetDates.plist AHE%,1,B.00

Alsers, 1 Library/4pplication Support/iRed Litefarchive.xml,35N,1,0.08

Alsers, Th B o Library/dpplication Support/Last.fm/Cache/cBd753ee35 70 d3f Sdebaddd4099b9c15 55N, 1,0, 08

AUsers; 1 Library/dpplication Support/Last.fn/Cache/c322f51269755dd7h3f f13851cc5e7200,55N,1,6. 08

Alsers, M 8 Library/dpplicotion Support/Last.fmn/Cache/c4l40067 654 3ee2dlndf foed3nar466b 55N, 2 6.0

Alsers/ 1 Library/4pplication Support/Last.fn/Cache/c62d738a462ef 39ceeblocd10f Bbcbef T ,55N,1,1.00

Ausers, T 8o Library/applicotion Support/Last.fm/Cache/c64306F 5853 h2f At 04chRA360667 67,550 ,1,1. 08

Alsers, 1 Library/4pplication Support/Last.fm/Cache/c7f 220f 726ac7d83b2e200bezcc 36000, 55N, 1,1.08

Alsers, T B Library/dpplication Support/Last.fm/Cache/cof 24c248871db72f 9597002 97055047 55N, 2,0, 08

AUsers; 1 Library/dpplication Support/Last.fn/Cache/ccbobab257hf175af e6bBe59599304310,55N,2,1.08

Alsers, M 8 Library/dpplicotion Support/Last.fm/Cache/ccec?es741570686ch7T 309172641041 55N, 2,1.09

Alsers/ 1 Library/4pplication Support/Last.fn/Caoche/cectBb3f 63481 640f 78951 40530028876 ,55N, 2 ,6. 00

Ausers, T & Library/applicotion Support/Last.fm/Cache/cf4bb3A75A06ha4724527479F c5F 26502 55N, 2,108

Alsers/ 1 Library/4pplication Support/MactrackersMactracker .data,SSN,1,1.88

Alsers, ™ B Library/dpplication Support/Quicksilver/Pluglns/Firefox Module.gsplugin/Contents/Info.plist,55M,1,8.60

AUsers; 1 Library/dpplication Support/Quicksilver/Pluglns/iTunes Module.gsplugin/Contents/Resources/

iTunesLibraryP laylistIcon.icns,55N,1,6.608

fsers;/ ] _ibrary/dpplication Support/SyncServices/Local/clientdaota/178c2bz7e90b530b442181 ceds 799835b30cE5ch

changestore .changedb, 55N, 4 ,1.08 v
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